MATEPUAJIBI
JUTS 4JIEHOB MH(OPMAIMOHHO-TIPONAraHUCTCKUX TPYIII

(urosb 2026 1.)

O COCTOSIHMHU MPECTYITHOCTH B COEPE
MNPOTUBOJENMCTBUSA KUBEPIIPECTYIIJIEHUSIM
B I'POJHEHCKOM OBJIACTH

Mamepuan noocomoanen
Vnpaenenuem Cnedcmeennozo komumema Pecnyonuku bBenapyco
no I poonenckotu obracmu

Ynpaenenuem no npomugoodeticmauio kubepnpecmynsocmu
Kpumuranvrou munuyuu YB/[ I poonenckozo obaucnonkoma

Hecmotpst Ha 00BEKTUBHO HAOIIOaEMYI0 KapTUHY MOBBIIIIEHUS KaueCcTBa
KU3HU HACEJICHUS, JOCTYNHOCTH TOBAPOB M YCIYT, BBI3BAHHYIO IIUPOKUM
pacrpocTpaHeHreM WH(POPMAIMOHHBIX TEXHOJIOTHI, BOSHUKAIOT HOBBIE PUCKH,
BbI30BbI M yrpo3bl. OJIHUM M3 TaKUX HETaTUBHBIX MPOSBICHUNA MacCOBOU
nudpoBU3AIUK  SIBJISIETCS  MOSBJICHHE W IIHPOKOE  PACIPOCTPAHCHHE
KHOEpIPECTYMHOCTH.

B pernone mnpu o0OmEM CHUKEHUM KOJUYECTBA PETUCTPUPYEMBIX
NPECTYIUICHU HAOJIOAaeTCsd O4YeBUAHAS TECHICHIUS YBEJIMYCHUS YICIHHOIO
Beca KHOEPIpeCcTyIUICHUH B 00IIel CTPYKTYpe MPECTYMHOCTH.

CornacHo CTaTUCTHUKE, CJIEICTBEHHBIMH MOJpa3esieHus MU ['poIHeHCKOM
obmactm B 2025 romy BO30yxmeHo Ooiee 1970 yrosoBHBIX Je1 O
kubeprpectymieHusx (poct 6osee yem Ha 13% B cpaBHennu ¢ 2024 rogom). M3
HUX Ooisiee 97% — mpecTymiieHusl 0 XUIIEHUU JIEHEKHBIX cpeacTB, Oonee 200
YTOJIOBHBIX JI€JT O TSHKKUX TMPECTYIUICHUSIX (CyMMBbl yiiepOa mpebicuian 250
0a30BbIX BEJMYMH). Y IEJIbHBIN Bec KuOepnpecTyrieHuil B o0mieil Mmacce Bcex
npectymieHuid npesBbiciil 31% (TouTH Kaxaoe TpeThe MpecTyIuieHue). Y
rpaxaan ob6nactu B 2025 rogy WHTEpHET-MOIICHHUKAMH MOXUIIEHO Ooiiee 8
MUJUTHOHOB PyOJIei.

B nepBom momyrogum 2026 roma CiieACTBEHHBIMH MOAPA3ACICHUAMUA
['pomHeHCKON 007acTH BO30YXJAEHO 864 TONOBHBIX Ji€la O COBEPIICHUU
kuOeprpecTymieHui (3a ananoruunbiii nepuoj 2025 rona — 832, poct cocTaBuil
3,8 %).

JloJist KHOEPIPECTYIUICHUH OT BCEX 3apETUCTPUPOBAHHBIX 32 SHBAPh-UIOHb
2026 roma B YCK mo I'pomHeHCKOM 007acTH MPECTYIUICHUH BO3pocCia |
coctaBuiia 31,5% (28,7% - 3a aHaOTMYHBINA MEPHUO/]T POIIOrO roja).

B crpykrype kubepnpecrynmHoctu B 2026 TOQy MO-TIPEKHEMY B
abconoTHOM OonbinHCTBE (97,5%) mnpeobnafaroT NPECTYIUIEHUS MPOTHUB
COOCTBEHHOCTH: XUIIEHHUS TyTeM MOJAU(PUKAIUA KOMIBIOTEPHON UHPOPMAIIUH,



MOIIICHHUYECTBA M BBIMOraTeJIbCTBA, COBEPIICHHBIE C HCIOJIb30BAHUEM
MH(POPMAIMOHHO-KOMMYHUKAITMOHHBIX TEXHOJOTHUH.

IIpn sTOoM 3a mepBele mecTh MmecaneB 2026 roga mo CpaBHEHHUIO C
aHAJIOTUYHBIM mniepuogoM 2025 roga NPOU3ONUIO YBEIMYEHUE KOJIMYECTBA
UHTEpHET-BhIMOTaTebcTB Ha 34 (¢ 31 mo 65, wm  +109,7 %),
kubepMorieHHUYecTB Ha 88 (¢ 468 mo 556, unu +18,8 %), yroioBHBIX eI,
BO30YXKJICHHBIX 10 (PaKkTy OJIOKHPOBAHMS, YHHUTOKCHHS WIM MOIU(PUKAIIUN
KoMIbIoTepHOU MHpopMammu Ha 8 (¢ 2 no 10, wu + 400 %), npectymineHuii o
3aBEJIOMO JIO)KHOM COOOIIEHUU 00 OMAcCHOCTU IO HANPABJICHUIO AESATEIbHOCTH
IPOTUBOIEUCTBUE KMOeprpecTynHOCTH Ha 1 (¢ 4 1o 5, unu +25%), no gakram
HEMPaBOMEPHOT0 3aBJIAJICHUs] KOMIbIOTEpHOW uH(opManued Ha 1 (B 1
nonyroguu 2025 roga yrojIoBHbIE Jiefia O MPECTYIUICHUSX, TPEAYCMOTPEHHBIX
cT.352 YK, He B030yX1amuch).

Mexnay TeM, HaONIOZACTCS CHUKEHUE XMINCHUM MyTeM MOoAUUKAIUU
KoMIbloTepHON uHpopmarmu Ha 60 (¢ 281 mo 221, wm — 21,3 %), daxToB
HE3aKOHHOTO 000poTa cpeAcTB Iumarexka Ha 6 (¢ 12 mo 6, mmu — 50 %),
HECAaHKIIMOHUPOBAHHOTO JOCTyINa K KOMIIbIOTEpHON MH(pOpManuu U obdopoTa
BPEJOHOCHBIX KOMIIBIOTEpHBIX Tporpamm Ha 1 (B 1 momyrogmm 2026 ropa
YTOJIOBHBIE JI€JIa O NPECTYIUICHUSAX, TpeaycMOTpeHHbIX CT.CcT.349 u 354 VK, He
BO30YKIAIINCH).

CornacHo crartuctuke, B 1 mnomyrogun 2026 roga yCTaHOBJIEHBI
M0I03peBaeMbIe JInIla B coBepiieHun 329 kubepnpectyrienuit (B 1 momyroauu
2025 rona — 222). Y nenbHbIN BEC pacKpbIBaeMOCTH BbIpoc Ha 9,1%, ¢ 25,4% no
34,5%. 3a mnepuon c¢ sAHBapsg 0o u0OHb 2026 roga mNpeaBapUTEIIbHOE
paccieqoBanre okoHueHo mo 103 yrosoBHeIM genam (mpotuB 115 3a
aHanoru4Hblii nepuoA 2025 rona), IPUHUMAIKUCH PELICHUS O TPUOCTAHOBJICHUU

npeaBaputTesabHoro cieAactBus nmo 4.1 ¢r.246 VIIK mo 822 yrojgoBHBIM Jejiam
(759).

IcuxosiornyecKui MOPTPET KePTBbI TeJIe(POHHBIX MOILICHHUKOB

D10 coOuparenbHbli 00pa3, OOBEAMHSIONIUN JIFOACH OIpeaeIeHHbBIX
MICUXOJIOTUYECKUX XapaKTEPUCTUK U )KU3HEHHBIX 0OCTOSITEIBCTB, JICTAIOIINX UX
Oojiee ysA3BUMBIMU. B OCHOBE JI€KHUT, JIOBEPUMBOCTH, IMOJKpPEIUICHHAS
HAaWUBHOCTHIO.

XKepTBbl CKIIOHHBI BEPUTH JIIOJSIM Ha CJIOBO, HE MOJBEpPras COMHEHUIO
MOJIYYeHHYI0 WH(OpMaIUi0, 0COOEHHO €CJIM OHA MCXOJHUT OT MPEACTaBUTENS
aBTOPHUTETHOU opranu3anuu (0aHK, MpaBOOXpaHUTEIbHBIE Opranbl). OHU Jerde
MOJJAF0TCS SMOLUOHAIBHOMY JIaBJIECHUIO.

OMOLMOHATILHOE COCTOSIHUE, B KOTOPOM MPEOBIBAET YEJIOBEK UTPAET CBOIO
pouib. CTpecc, TpeBora, CTpax MoTepsATh ACHbIU WIM HABPEIUTh OJU3KUM — BCE
9TH YyBCTBAa JIE30PUEHTUPYIOT U OCHAOJSIIOT CHOCOOHOCTh KPUTUYECKH
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OLICHUBATh CHUTyalul0. MOIIEHHUKA YMEJIO UCHOJB3YIOT 3TH COCTOSHUS,
CO3/1aBasi OIIYIIEHHWE CPOYHOCTH M TMAHUKHU, BBIHYXKJAsl KEPTBY JEHCTBOBATH
UMIYJIbCUBHO, MpPU OTOM €€ BHHMAaHHE paccesHo, a SMOIMOHAJIbHAsS
YCTOMYMBOCTh CHHKCHA.

HemanoBaxxubiM (akTOpoM SIBISIETCA OJMHOYECTBO U MOTPEOHOCTH BO
BHUMaHUU. [ToXuibie 11011, )KUBYIIIUE OJTHU, OCOOECHHO YS3BUMBI MPOSBICHUSIM
BHUMAaHUS, AK€ €CIIM OHU UCXOJIAT OT HE3HAKOMIICB.

NMITyIbCUBHOCTh M CKJIOHHOCTH K a3apTy MOTYT CIIOCOOCTBOBATh
MIOTIA/IaHUIO B JIOBYIIKY MOIIEHHUKOB. OOelanusl Jerkoi HaKUBbI, BHIUTPHIIIIA
B JIOTEPEI0 MOTYT 3aTMHUTh pa3yM M 3acCTaBUTh YEJIOBEKa JIEWCTBOBATH
HE0OIyMaHHO, HE MPOBEPSIS TOCTOBEPHOCTh HH(POPMAIIUH.

BaxxHO OTMETHUTB, YTO KEPTBAMU CTAHOBATCS HE TOJIBKO JIIOJU C HUZKUM
ypoBHEM 00pa3oBaHus WK uHTeIeKkTa. Harpotus, ycnennbsie 1 00pa3oBaHHbIE
JMYHOCTH TaK>Ke MOMAaJat0TCsl B CETH MOIIEHHUKOB. [10CKOJIbKY MX YBEPEHHOCTb
B COOCTBEHHBIX 3HAHUSAX MPUBOJUT K TMEPEOLEHKE CBOEH CIOCOOHOCTU
pacro3HaTh OOMaH.

JItoboi1 yenoBeKk, HE3aBUCUMO OT BO3pacta, o0O0pa3oBaHUsS WU
COLIMAJILHOTO CTaTyca, MOXKET CTaTh KEPTBOW Tele()OHHOTO MOIICHHUYECTBA.
[Icuxonoruyeckuii MOPTPET JIMIIb YKa3bIBa€T Ha (DAKTOpHI, IMOBBIIIAIOIINE
ySI3BUMOCTh K TMOJOOHBIM MaHUMyJAUUAM. [lo3TOMy BaXHO MOCTOSHHO
MOBBIIIATh CBOIO OCBEJOMIIEHHOCTbh M OBITh B Kypce MOCIEAHUX TEHICHIMI B
cdepe TeneoHHOTO MOIIIEHHUYECTRA.

MollleHHUKH TOCTOSIHHO COBEPIICHCTBYIOT CBOM METO/AbI OOMaHa,
UCTIONIB3Ysl TIOCIIEIHAE TEXHOJOTUYECKHUE IOCTIDKEHUS W TICHXOJIOTHYECKUE
npueMbl. YToObI 0OMaHYTh CBOMX KEPTB B XOJ MIYT YOCIUTEIbHBIC JETCHIBI,
3allyTMBaHKe, CPOUYHOCTh U 00CIIaHNue HEBEPOSITHON BHITOJIBI.

HaubOosiee pacnpocTpaHeHHbIe CXeMbl M CHOCOOBI, KOTOpbIE
HCIOJb3YHT MNPECTYNNHUKHU JIS XUINEHHUS] [ICHEKHBIX CpPeICTB B CeTH
HNuTepHer:

1. TEJE®OHHBIE 3BOHKN B MECCEH/IZKEPAX u_pexe 1o
OOBbIYHOM _ CBS3M __OT HMMEHM Pa0OTHHMKOB 0aHKOB, COTPYJIHHMKOB
NMPABOOXPAHUTEIbHBIX OPraHOB, PA0OTHIUKOB ONEPATOPOB COTOBOM CBSI3H U
HHBIX OpPraHu3anmMii (MOIIEHHUKAMHU B XOJI€ 3BOHKOB COOOIIAETCs):

M0 CYEeTy TpakIaHWHA 3a(QUKCHUPOBAHBI NpecTyNHble (UHAHCOBLIE
omnepamnuu, No3ToMy OyJeT MPOBEAEH OOBICK M BO30YXKJIEHO YTOJIOBHOE JIETO,
9TOOBI ATOTO H30€kKaTh, HEOOXOIUMO «3aJCKIAPHPOBAThH» BCE HMEIOIIUECS
CpEeACTBa ITyTEM MEPEBOIA HA CIEIUAIIBHBIN CUET WA NEPENATHh KYPhEPY;

OaHKOBCKUN CYeT «B PYKax» 3JIOYMBIIUIEHHUKOB U HEO0XO0JIUMO
NIEPEBECTHU JEHBI'M Ha «O€30MaCHBIN CUET;
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MOILICHHUKNA  O(GOPMWJIM  KPeAMTHI Ha TpaXJaHWHA W JJIs
NPOTUBOJCUCTBUS (AHHYJIMPOBAHUS) BIAACNbIy CUE€Ta HYXHO CaMOMY
0(OpPMUTH HOBBIE KPEAUTHI U IEPEBECTH ICHBI'M HA JAPYTUE CUECTA;

MOTEPIEBIIMM  YYaCTBYET B HEKOM CHeHONepauuM I10 IIOMMKE
MPECTYITHUKOB JHMOO HEIOOPOCOBECTHBIX PAOOTHMKOB OaHKa, TMO3TOMY
HEO0OXOAMMO BBIMIOJIHATH HYKHBIE ICHCTBUS;

3BOHOK OT MMEHM POJICTBEHHUKOB, sik0ObI momaBmmx B JITII u mis
CMATYEHUSI OTBETCTBEHHOCTHM HAJ0 MEPEBECTU JACHbIM JHOO TMepelarbh HX

KYpPbLEpY.

Bce garie cxema co 3BOHKaMH IIpHoOpeTaeT THOPUAHBIN XapakTep.

[Toctymaer mepBBIM 3BOHOK OT HMEHH paOOTHHKOB «BomokaHamay,
«9HeprocopiTay, «benmouTel», «1oMOPOHHOTO cepBUcay, «MHCIEeKIUM 10
BJIEKTPOCBA3W», ONIEPATOPOB COTOBOM CBA3H.

MoieHHUKaMu co001naeTcs:

OyJeT mpOU3BOAUTHCS 3aMEeHa CUETUYMKOB WIIM YUIIOB ISl TOMO(OHA,;

MOCTYTHJIO 3aKa3HOE MUCHMO;

HEOOXOUMO MPOJUIMTh JOTOBOpP HA YCIyry naoctyna B VHTepHeT uimu
COTOBOM CBSI3U U JP.

Hacrausaror — HY)KHO COOBIIUTD KO/ 13 nmoctynuBmero SMS wim
NacCIOPTHBIE JaHHBIE.

3areM MocTynarT BTOPOM U MOCJIEYIONINE 3BOHKU OT UMEHH PAaOOTHUKOB
Han6anka, cotpyaHukoB npaBooxpanutenbHbix opranoB (KI'b, J®P, VCK,
KI'K u ap.)

MoueHHMKaMHU CO001IaeTcs:

YTO HaKaHYHE 3TO 3BOHMIIM 3J0YMBIIIJICHHUKH, KOTOPBIM BBl cooOmmmm
JUYHBIC WM (UHAHCOBBIC JaHHBIC, C HCIOJB30BaHHMEM KOTOPHIX Ha Bac
o(OpMIICHBI KPEAHUTHI JTHOO OAHKOBCKHH CUET HCIIOJIB3YETCS IS IEePEBOJIOB
JICHEXKHBIX CPEJCTB HA TEPPOPUCTHUYCCKYIO NIEATEIbHOCTh, JTUOO OAaHKOBCKHUI
CYET CKOMIIPOMETHPOBAH 1 Oy IyT MOXHUIIEHBI ICHBTH.

IMocrynmaroTr yrpossi:

«byaer BO030yXICHO YIrOJIOBHOE [0, OyJeT TMPOBEICH OOBICK,
UMEIOIITHECS] HATMYHBIC ICHBI'M OYIyT U3BATHI.

MoueHHUKH TPeOyIoT:

Bce HajmuuHble coepexenus «3AJIEKJIAPMPOBATDB» nyrem mepeBoja
0 TIPEAOCTaBIEHHBIM PEKBU3UTAM cueTa JIM0O mepeaTh Kyphepy;

Bce HanmmuHble coOepexenus «IIPEJJOCTABUTH JJIs1 ITPOBEPKW»
yTeM Tepesiadn Kypbepy;
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y4acTBOBAaTh B CIICIIOINEPAIlAN, JaCThI0 KOTOPOU SIBISETCS OpOpMIICHUE
KpEeIUTOB B OaHKax M TMEPEBOJ JICHESKHBIX CPEACTB 1O MPEAOCTABICHHBIM
pPEKBU3UTAM JTMOO MX Tepeaada Kypbepy,

NPEeIOCTaBUTh JIOCTYIl K KapT-cdeTy (COOOIUTh BCE PEKBU3HTHI
O0aHKOBCKOM KapThl M KOkl U3 SMS, b0 JOTHH U TapoJib B UHTEPHET-0aHK)
JUTS TIEPEBOJIA JICHET Ha «0e30IacHBI CUET;

10 TIPEIOCTABJICHHON CCHUIKE YCTAaHOBHTH Ha TeEJICPOH MPOrpaMmy
yAaJE€HHOTO TOCTYTIA JAJIsi TPOCMOTpa Bee nHpopMaIiu Ha TeredoHe.

IIpumepsl 0 YroJIOBHBIM Jej1aM:

B konye ansaps 2026 200a srcumenvruye I pooHo no36onumU Ha 0OMAUHULL
meneg)on om umenu pabomuuxa Boookawana u nod npeonocom 3amemusvl
CcuemyuKo8 NoONpoCUIU nacnopmuule oanHvle. 3amem 6 Baiibepe u Teneepam om
umenu compyonukos Henapmamvenma @unancosvix paccreoosanui u KI'B
COOOWUNU, YMO HA HCEHWUHY MOULEHHUKAMU OQOpMIeHbl Kpedumsl, 0yoem
8030YHCOEHO Y207108H0€E 0eN0, NPO8edeH 00bICK U OJll No2auleHUss KpeOumos e
HYJCHO oghopmums Opyeue Kpeoumvl, a NOJyueHHvle OeHbeU Nepesecmu Hd
npedocmagnenuvle peksusumol cuemos. 1100 enusHuem ndcecompyoHUKos
nomepnesuias oghopmuna Kpeoumol 8 3-x OaHKax u nepesena agepucmam oojnee
41 muvicauu pyonet.

B cepeoune ¢pespans 2026 2o0a ocenwune uz Mocmosckoeo pationa
NO360HUNU OM UMEHU pabomuuxa JInexmpocemeu u noo BUOOM 3AMEHbl
cuemuuxka nonpocunu ko0 uz SMS. 3amem om umenu npasooxparHumenetl
COOOWUNU, YMO HA UM IHCEHUWJUHBI MOULEHHUKAMU OMKPbIM OAHKOBCKULL cuen,
nOCPeOCmBOM KOMOPO20 OCYWECMBIISIIOMCSL NePeBo0bl OCHEHCHBIX CPeOCma OJis
cnoHcuposanus meppopusma. I posunu obvickomM u uzvamuem 6cex OeHee.
Vkazanu na mneobxooumocmsv 0eKkIapupo8aHusi UMerWUxcs coepeldceHull.
Haxooscv noo enuanuem aghepucmos, sxceHuyuna omrpulia OAHKOSCKULL cuem,
3aYUCIUNG HA He20 6Ce 0eHblU, NOCae Ye20 NPeodoCmasula JHCecompyOHUKAM
docmyn K unmepHem-0aHKy, cooowus napoiv u koowvl uz SMS. U xax umoe
nomepsna 6e3 manoeo 18 muicau pybnet, Komopble 310YMblUIEHHUKU Nepesenu
Ha NOOKOHMPOJIbHbLE UM CYEmd.

B kxonye sawmeaps 2026 2o0a ocumenvrHuye I[pooHo nozeonunu Ha
MOOUNbHBIIL MeledhOH Om UMeHU O00MOGOHHO20 cepsuca u noo npeoiocom
3amenbl Yunos8 0omogpona nonpocuau koo uz SMS. 3amem 6 Baiibepe om umenu
npagooxpanumenell cooOwWuIY, Ymo no ciemy 3aguKcupo8amsvl onepayuu no
@unancuposanuio meppopusma, 3any2aiu 00bICKOM U Uu3bamuem ecex oenez. B
umoee y0eounu MHCeHWUHy 8 HeoOXO00UMOCMU OeKAaAPUPOBAHUSL OEHEeNHCHbIX
cpeocms.  1lo0  enusinuem  JdicecompyoOHuKo8 nomepnesuias nepeoaid
npubvlsuemy Kypvepy 10 moicau Eepo coepedicenuil.
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Yro HY/KHO 3HATD npo 3BOHKHM OT MOLLICHHUKOB:

OaHKOBCKHMI CUET ampuopH B 0€30MacHOCTU (€ClIM HUKAKHUE JIMYHbIC
JAaHHbIEC TPaXKAAaHUHOM HE MPEJOCTABISIIMCh U HE BBOJWINCH HA HEM3BECTHBIX
pecypcax, OCOOCHHO MO TMPEJIOKEHUIO 3BOHSIIMX JIMI, B TOM YHUCJIE HE
yCTaHaBIUBAIMCH KaKUe-THOO MPOrpaMMbl);

pabOTHHUKHK OaHKa, COTPYIHUKH ITPABOOXPAHUTEIHHBIX OPraHOB He OyayT
NPOCHUTH JUYHbIEe JaHHbIe, KOAbI 13 CMC, mpocuTh CoBepIIaTh KaKue-Iuoo
JEUCTBUS CO CYETOM, HE 3BOHSAT B MECCEH/IKepax;

padotnukn Oanka CAMOCTOSMATEIBHO r1npu noao3peHusx
3a0JIOKMPYIOT CUET/aHHYJIUPYIOT KPEIUT U T.II.

[1pu Takux npocb0ax B X0J1€ 3BOHKA — HEOOXOIMMO B3STh May3y (00 1ymMaTh
MPOUCXOJISIIEE: CO CUETOM K€ HUYEro HE COBEpIIA, KapTy HE TEpsiia), He
nepeaaBaTh HUKAKMX JAHHBIX M He COBEPIIATH HUKAKHUX JIeiiCTBHIA;

TP JIIOBbIX ITPOCBBAX TIPENOCTABUTH JIMYHBIE JIMBO
OUHAHCOBBIE JAHHBIE — 3aBepmnTh pa3roBop U MEpEe3BOHUTH B CBOMU
6ank 160 B OBJI.

Kpome stOro, morepreBiieMy 3BOHSIIUM TaKXXE€ MOTYT BBICBUIATHCS B
MecceHpkepe Gororpaduu CiIy>KEOHBIX yAOCTOBEPEHUM, 3JI0YMBIIIJICHHUKU
UHCTPYKTUPYIOT Kak ce0sd BecTd mnpu oQopMIeHHH KpeauTa B OaHKe.
[IpecTymHuKkr  NEUCTBYIOT  HACTOJNIBKO  yOEMWTENhbHO, HYTO  3a4acTyIO
MOTEPIEBIINE OCYIIECTBISIOT MEPEBOAbl B TEUCHUE HECKOJBKUX IHEW, HUMes
peanbHOE BpeMs MOAYMaTh HaJ NpoucxoAsuuM. O4eHb 4YacTO MPOUCXOIST
WHCIICHUPOBKH C HECKOJIbKUMM JIMIIAaMU (3BOHSILIUMM).

2. ®EMKOBBIE UHTEPHET-BUPKU n yuactne 8 ®PEUKOBBIX
HNHBECT-ITPOEKTAX («beaTpancl’A3», «I"'asmpom», «I'ocynapcTBeHHast
nporpaMmma M T.1.) CxeMbl 0TMEYaroTCs 00JbIIUM YIIEPOOM.

Cmam peknama o (QEHKOBBIX MpOEKTax (calTax) pachpocTpaHseTcs
MoBCIO1y B ceTu MIHTepHET, 0COOEHHO B corualibHbIX ceTsaX. [locne nepexonaa mo
CCBUIKE TaK HA3bIBAEMbBIC «IIPEJCTABUTEIN» OUPKU BCTYMAIOT B MEPEIUCKY B
MecceHkepe. I'pakan yOeKIaloT B BHICOKMX J10X0/aX, Y€MY CHOCOOCTBYIOT
CoJIep Kallluecs: Ha pecypce KpacuBble (elKoBbIe OT3BIBBI 00 3¢ ()EKTUBHOCTH
3apaboTka. {1 yOeauTeNTbHOCTH MOIICHHUKH CO3JAI0T <«OKePTBamM» JIMUHbBIC
aKKayHTbl Ha cailTe Oupxu (mIaTGopmel), Te IKOObI OTOOPAXKAIOTCS CYMMBbI
BHECEHHBIX JICHEXKHBIX cpeacTB. Korja uenoBek pelraeT BEIBECTH «MMEIOIINECS
HA CYETE» BIOKCHHBIC JEHbIM, HAYMHACTCS «HUCTOPHUS» O HEOOXOIUMOCTH
BHECEHHUS HAJOra, CTPaxOBKH, KOMIIEHCAIIMU U T.J., BBIHYXJasi MOTEPIEBIIETO
BHOCHUTH OYEPEAHBbIE CyMMBbI JieHer. [Ipu 3ToM «kepTBe» BHauajae MOTYT JaTh
3apaboTtath okoJio 100 pyOnelt 1ist co3MaHus BUAUMOCTH YCTICIIIHOCTH ITPOEKTA.
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IIpumepbl MO YroJIOBHBIM JeJIaM:

B nepuoo ¢ 21.10.2025 no 19.01.2026 neycmaHno81eHHble auya nymem
UCnonvb306anus cauma euxkosou oupicu «silent-point.comy, aKKaynmos 8
Mmeccenoddncepe «Telegramy @akim777invest, (@Reshetov_Al, @Manager Finl,
@MaksimBelovl989 u 360nk08 ¢ abonenmckux Homepos +79236708186,
+48226022655, +441517008736, noo npeonocom unsecmuyuil Ha Oupoice,
nymém obmana CcOo8epuUNIO XUWeHUe OEHEN’CHbIX CPeOCmE JHCUMENbHUYbL
Bonxosvicka na cymmy 6onee 39000 pybneii, komopsle nocieoHsis nepeseia Ha
npedocmasnenusvie 8 Xxo0e Nepenucku NOOKOHMPOIbHbIE HEYCMAHOBLEeHHOMY
UuYy baHKosckue cuema.

B nepuoo c¢ 20.11.2025 no 13.01.2026 wneycmanosnenHble auya
nOCPeOCmeoM NepenucKky U 360HK08 68 meccenoxcepe « Teneepamy ¢ akkaynma
@Dmytrkuznts ¢ abonenmckum Homepom +79030841519, (@maria 23254,
@Andreevich_, @yuriiklimovl8, noo npednocom uHeecmupo8anusi OeHeN’CHbIX
cpeocme 6 cghepe Kpunmosanomsl, nymem 0OMAHA 3A6NA0EN0 OEHEeHCHLIMU
cpeocmeamu dcumenvruysl 1 poono, 2000 2.p. 6 obweii cymme 28724 pyoneu,
KOmopvle NOCAeOHsAsl CAMOCMOSMEeNbHO nepegena Had HEYCMAHOBIEeHHbLU
KpUnmoxouenex.

IIpaBoBoe peryjaupoBaHMe KPHUNTOBAJITHBIX olepanuii B
Pecnybinke beaapych

Omnepauuu 1Mo NOKyIKe U MpoAaxe KpUINTOBAIIOTHI 32 JIEHEKHbIE CPEACTBA
(benopycckue pyOiaM, WHOCTPAHHYIO BaJIOTY WM JJICKTPOHHBIC JE€HBIU)
pa3pellieHbl TOJIbKO B KpUNTOOUpkKax (orneparop oOOMEHa KPUITOBAIIOT),
ABJSIIOIMUXCST  pe3usienTamu  Ilapka Bbeicokux TexHojoruil. CoBeplieHue
onepauuii Mo Kymie (Ipoja)xe) KPUNTOBAIIOTHl HA MHBIX KPUNTOOUpKAX U Y
bu3nYecKux NI SBISETCA HE3aKOHHBIM M 3ampemraercs. [lopsimok
OCYIIECTBICHUS CACJIOK C KPUIITOBAIIOTOW ompeneneH Ykazom llpesumenta
Pecniy6mku benapych ot 17 centsiops 2024 1. Ne 367

«O0 obpamennu MUGPOBHIX 3HAKOB (TOKEHOB)», 32 HAPYIICHHUE KOTOPOTO
peayCcMOTpEHa aIMUHUCTPATUBHAS OTBETCTBEHHOCTh 4acThio 3 crarthu 13.3
Konekca Pecnybnuku benapych 00 aaAMUHUCTPATUBHBIX IPaBOHAPYIICHUSX,
npeaycMmaTpuBaromie mrpad ¢ koHduckamuen Bceil CyMMBbI JOXO/1a.

B nocnennee Bpemsi MOIIIEHHUKU OOEIIAI0T «HOBBIA TOKEH» HIJIM OBICTPBII
3apa0oToK. sl yyacTusi mpeajararoT NpoOUTH «BEpUDUKALINIO» — MOMOJHUTH
JIETIO3UT HACTOSIIEH KPUITOBAIIOTOW. Pe3ynbTar: AEeHBIM HaBCErAa YXOIST
adepucram.

KTo0 Takue gponbi?

Jns monydeHWss 3a TpaHMUEH TMOXUIIEHHBIX JEHEr, a TaKXke s
3aIyThIBaHUS «U(POBBIX CIEAOBY» MOIICHHUKAM HEOOXOJMMO MEPEBECTH HUX
yepe3 MPOMEKYTOUHbIE CUETa, OTKPHIThIE B OEIOPYCCKUX OaHKax Ha MOJCTABHBIX
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JIML, TaK Ha3bIBAEMBIX «IPOIOBY». HacTo MpOMEXYTOUHBIX CUETOB ObIBaET OoJiee
JeCsTKa.

B Hamieil ctpaHe OTKpBITh OAHKOBCKUI CUET MOYKET rpakiaHuH ¢ 14 ner,
C pa3pelICHUs 3aKOHHBIX IIPEICTABUTEINIEHN, TO €CTh JaXK€ HECOBEPIICHHOJIECTHUE
MOTYT OTKpPBITb OAaHKOBCKHE cueTa. OJTUM U TOJB3YIOTCS MNPECTYIHUKH.
Haxonmsch 3a TpaHuilei, 370YMBIIUICHHUKA MOAOUPAIOT JIMI[, KOTOPbIE
COTJIacsITCS OTKPHITh OAHKOBCKUM CUET HA CBOE UM U MPOJIaTh 32 HEOOJIBIIYIO
CyMMY PEKBHU3UTHI TOCTYIIa K HEMY — 3TO JIOTUHBI ¥ IAPOJIX JJIsI BXOJA B JINYHBIN
KaOMHET UHTEpHET-0aHKHMHIa, a TAK)Ke MPeAoCcTaBUTh pa3zoBbiiit CMC-kog.

IHouck apomnos

HanpsiMyto MOLIIEHHUKHU B MHTEPHETE HE MOTYT pa3MeIlaTh OObIBICHUS O
IIOMCKE TAKUX JIWII, IIO3TOMY CBOW MHTEPEC OHU IPUKPBIBAKOT MPEITI0KECHUEM
Pa3IMYHOrO APYroro 3apaboTKa, HE BbI3bIBarolero nojao3penus. Hampumep, B
Telegram paccbliatoT OOBSBIEHUS O MOUCKE KypbepOB B JIFOOOM rOpofe co
CTaOMJIBHOM OTUIATOM TPYJa, WK JIOJEH I pa3rpy3Ky TOBApOB, WU JIFO/ICH Ha
BAKAHCHUIO «TAaWHBIM MOKYIATENb», WM 3aMaHUBAIOT OOCIAHHUEM BBICOKOU U
OBICTPOM OILJIATHI.

Yaiiie Bcero OT3bIBAIOTCS HA TAKME BaKAHCHUHM JIMIA C HECTAOMIBHBIM WJIU
HEOOJIBIIIUM JTOXOJIOM, B OOJBIIMHCTBE — MOJOACKb. CHadana HWHUIHATOP
OOBSIBJICHUS Pa304apOBBIBAET 3aMHTEPECOBABILETOCS MOAPAOOTKOM, COOOIIAET,
YTO JaHHAas BAKaHCHUS YK€ 3aKpbITa, U TYT )K€ MPEAJIaracT MHOM B 3apaboTKa,
Harmpumep, opOpMHUTH OAHKOBCKUH CUET U TIEPEIATh 32 BOZHATPAXKICHHE JaHHBIC
IUISL JOCTyNa K HEMY.

Hano 3Hath, uto crtatbeil 222 YTOJOBHOTO KOAEKCa MPEIyCMOTpPEHa
YTOJOBHAsi OTBETCTBEHHOCTD 3a PACIIPOCTPAHEHUE U3 KOPBICTHBIX MOOYKIECHUH,
HaXOJAIIMXCA B HE3aKOHHOM BJAQJCHUM JIMIA PEKBU3UTOB OAHKOBCKUX
IJIATEXKHBIX KapTOUeK JMOO ayTeHTU(PUKAIMOHHBIX [aHHBIX, MOCPEICTBOM
KOTOPBIX BO3MOHO IIOJIy4EHHE JOCTyIAa K CYeTaMm, OJJCKTPOHHBIM WU
BUPTYQJIbHBIM KOWIEIbKaM. 3a MPEIOCTABICHUE CBOUX JIMYHBIX JAHHBIX IS
VCMOJIb30BaHUs B MOIIEHHUYECKHUX CXEMax MPEeayCMOTPEHA aAMUHUCTPATUBHAS
oTBeTcTBeHHOCTh 10 crtathe 12.35 Komekca PecnyOnuku benapycs 00
aIMUHUCTPATUBHBIX MPABOHAPYILICHUSX.

NmeroTcst ¢akTbl, KOraa B MPECTYNHYIO JEATENbHOCTh BOBJIEKAIWCH
HECOBEPLICHHOJIETHHUE.

Yro HYKHO 3HATD npo pekiamy ObICTPO 3apadoTaTh:

psan (EeUKOBBIX CAWTOB B ceTH MHTEpHET MO3UITMOHUPYIOT ce0st OupKamu,
KOWMU HE SIBIIAIOTCS, HET MOJHBIX TApaHTUM B 3apa00TKE U UCKIIOUYECHUH MIOTEPU
JEHE)KHBIX CPEJICTB;

TaKhe CalThl MOTYT OBITh CO3/IaHbI 32 CYHUTAHHOE BpeMsl U3 JIFOOOU TOUKH
MHpa, HAUTH UX BIAAENbIEB KPallHE 3aTPyIHUTEIBHO;
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aOCOJIOTHOE OOJIBIIMHCTBO TAKUX CalTOB MMerT B MHTepHeTe KpaliHe
OTpHUIIATENIbHBIE OT3bIBBI, KOTOPBIC JIETKO HAUTHU MyT€M MOMCKOBBIX 3alPOCOB B
CeTH;

(delikoBbIe OMPKU, KaK MPABUIIO, CO3/IaHbI (3apETrUCTPHUPOBAHbI) HE OoJiee
roga HazaJ, a TO M MecsAlbl 10 Haydajla (PYHKIIMOHUPOBAHUS, 4YTO JIETKO
IPOBEPUTH B c€TH IHTEpHET;

JUISL YKa3aHHOM JI€ATE€IbHOCTH HYXHBbIE OOJBIINE IO3HAHUS U OIBIT
paboThl ¢ O(QUUUATBLHBIMU HW3BECTHBIMM HHTEPHET-pecypcamu, aOCOJIIOTHOE
GOJBIIMHCTBO TAKKX PECYPCOB M PeKiIaMa Ha HUX B COLMANBHBIX ceTsax — DENK!

Kpome storo, B ceru MHTEpHET pacrnpoCTpaHseTcsi MHOTO (PEKOBBIX
pPECYpCOB, PEKIAMUPYIOIMIMX YCIYTH OT HWMEHU IOPUCTOB, FOPUIUYECKUX H
JIpYruX OpraHu3alii, areHTCTB U (POHJIOB B OKAa3aHUM MOMOILM IO BO3BpaTy
NEPEeBEICHHbIX ~ CPEACTB  MOILIEHHMKaM M JDKeOpokepaM,  Korjaa
37I0YMBIIIJIECHHUKA BHOBb IONPOCAT MEPEBECTH JIEHEKHBIE CPEICTBA 3a COU
YCIIyTH, IPEIOCTAaBUTh PEKBU3UTHI CUETA U TaK jajee. MI3BecTHbI cilydau, Korjaa
TaKUM 00pa30M IpakIaHe JBaXKIbl TEPSUIA CBOUM JICHBTH.

3. Tperbsi cxema — (elikoBble HMHTEPHET-MATa3WHbI 10 NPOAAKe
TOBapoB (ojexkaa, 00yBb, MeOElb, Kaueau, LIBETbl, MOPEIPOAYKThl U T.11.) H
NpeaocTaBJIeHHH YCJayr, B 9acTHOCTH B coruanbHoi cetn INSTAGRAM u
rpynnax Telegram (sanbosiee yacThie Cliydan)

MolleHHUKH CO3/1al0T CTPAHUIIBI (AKKAYHTOB) C U300paXKEHUEM KPaCHBbIX
TOBApOB MO NPHUBJIEKATEIbHBIM II€HAM, «HAKPYYMBAIOT» OOJIBIIOE YHCIIO
NOAMUCYUKOB JJI CO3JaHUsl BUJIMMOCTU peaibHOro marasuHa. OOsi3aTeiabHOe
ycnosue — [TIOJIHAA TIPE/IOIIVIATA nyrem mepeBoja Ha MOJKOHTPOJIBHBIE
3JIOYMBIIUICHHUKAM CYETA.

Yro HYKHO 3HATD npu nokynkax B cetu UHTepHeT:

paHee HEU3BECTHbIE WHTEPHET-Mara3uHbl, padOTalOlIUe TOIBKO IO
npeoriaTe v Mpeajiararoiue TOBapbl CTOMMOCTBIO HUKE PHIHOYHOM — BEICOKHIA
PHUCK TIOTEPH CPEJICTB;

dboTorpaguu MMEIIIMXCS TOBAPOB HAa MHOXECTBE pa3HbIX (DOHOB
(B pa3HBIX OMENIEHUSIX) — OJIMH U3 MPU3HAKOB (DeMKOBOI0 Mara3vHa, JaHHbBIC
dboTo ckauansl B ceTu IHTEpHET;

no00HbIe (DEUKOBBIE AKKAyHTBI JIETKO CO3MAIOTCS B CUMTAHHBIC YacChl,
OT3bIBbl U MOJAMUCKU HCKYCCTBEHHO HAKPYUYMBAIOTCS, UX BIIAJIENbIbI MOTYT
HAXOJIUTHCS B JIFOOOU TOYKE MUPA, YTO YCIOKHSIET UX YCTAaHOBIICHNUE;

OoJsiee 0Oe30MacHO OCYIIECTBISTh MOKYNKM B WHTEPHET-Mara3uHax Ha
U3BECTHBIX U MTPOBEPEHHBIX HHTEPHET-TUIONIAAKAX (M3BECTHBIE MAPKETILICHCHI);

npu onsaiH-nokynkax pekomenayercs UCKJIIFOUUTD ITPEJOITJIATY
u HE MHCIIOJIb3OBATDH ocHOBHYIO OaHKOBCKYHO KapTy, a oOQGOpPMHUTH
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BUPTYAIbHYIO W TEpEl COBEpIICHWEeM TIOKyNKH TIEPEBOJANTh Ha Hee
HEOOXOJIUMYIO CYMMY.

4, YerBepras cxema — OUIINHT

(bUIIUHTOBBIC CalThl OAHKOB (MHTEPHET-OAQHKWHT, aKIMU I10 BBHITIJIATE
OOHYCOB M BO3HArpa)KJICHUM 3a MPOXO0KICHHUE OMPOCOB U JIp.);

¢ummurossie CEPBUCHI cinyx0 poctaBkd uivd oruiaTel (OT HWMEHH
komnanuii «CDEK»y, «EBponouray, «benmnouta» u ap.);

(UIIMHTOBBIE OOBSABICHUS O CAAau€ KWJIbS B apeHAy C IOJYyYECHHEM
IPEAOIIaThl yTEM BBOJIA JAHHBIX OAHKOBCKHUX KapT.

HEJIb 3510yMBIIIJIEHHUKOB — MOJIYYUTh MOJIHBIE PEKBU3UTHI OAHKOBCKOM
KapThl ¥ Kojbl U3 SMS, mu6o moTvH 1 Maposib B UHTEPHET-0aHK. 3aMoyYuB dTU
JAHHbIE, 3JIOYMBIIIUIEHHUK NIEPEBOJUT BCE IEHBI'M HA CBOU CUETA.

B ceru UntepHer mosiBisercs psan (PEeHKOBBIX CAWTOB, MMHUTHPYIOIIUX
ouIMaIbHbIe CANThl OAHKOBCKUX YUPEKICHUW WM CTapTOBBIC CTPAHUIIBI
uHTepHeT-OaHKkuHra. JKenas 3aliTh B CBOUM JUYHBIA KaOWHET, rpa)kJIaHe WILYT
CTpaHMI]y MHTEpHET-OaHKMHIa CBOEro OaHKa MyTeM MOMCKOBOIO 3ampoca B
Opay3epe. Hepenko B nepBbIX pe3ysbTaTax IOMCKa 3a Ha3BaHUEM a00OpeBHATYPHI
(MHAHCOBOTO YUYPEXKACHHUS KPOETCA CChUIKAa Ha (DUIITMHTOBBIA CalT, BHEIIIHE
HUYEM HE OTJINYAIOIIUKACS OT OPUTHHAJIA, HO UMEIOIIMI UHOW aApecC B aIpECHOM
cTpouke. BBOJis Ha TakOM caiiTe JJOTUH U MapoJib BIaAENel] CUeTa IPEA0CTaBISET
JOCTYN K UHTEPHET-0aHKHUHTY, a 3TO MOJIHBIN TOCTYII K cueTy. Uepes cuMTaHHbIe
MUHYTBI ICHEKHBIE CPEJICTBA MEPEBOJATCS 3710YMBIIUIEHHUKAMUA Ha NHOM CYET.

Hepenko nonp3oBaTenid CETH MOTYT HATKHYThCS Ha pa3inuHble (DeUKOBBIE
pEeKJIaMHbIE aK[UMU OeTopycCKUX OAHKOB WM OpraHU3aluid, pa3MelleHHbIE Ha
HeopuUUaNbHBIX BeO-caiiTax. Kak mpaBuio, 11 moJiydeHusl BOZHATPaXKACHUS,
TaM He0OXOAMMO BBECTH PEKBU3UTHI OAHKOBCKOM KapThl, TPEX3HAYHBIN HOMEP U
MOCTYNUBIIHNKN KOJ U3 SMS, HO BMECTO BBIMTPHIIIIA MPOUCXOIUT CIIMCAHUE BCEX
JIEHEKHBIX CPEACTB CO CUETA.

CTOUT MOMHHTH, YTO (PUITMHTOBBIC CCHUIKH MOTYT OBITh MPEIOCTABICHBI
U Ha caillTaX MOKYIKHU/IPOJIaKu TOBApOB € MpeAoCTaBlIeHreM (opM JUisl BBOAA
PEKBU3UTOB OAaHKOBCKOW KapThl M Koaa w3 SMS, sgko0bl mia moJiydeHus
JEHEXKHBIX CpelCcTB (Hampumep, Ha ToproBoil miaardopme «Kydap»). UToos!
OOMaHyTh TOKyIaTejlell ¢ MNpoJaBLOB, MOIICHHUKH TaKXe CO3Jal0T MU
NOJJIETIbHBIE CANThI, MpeaIaras TOBapbl IO CIUIIKOM HHU3KHM LI€EHaM, B TOM
YUCJIe YTBEpPXKIas, 4YTO TOBAap KOH(PHCKOBAHHBIA, HCIONB3YS (haIbIIUBbIC
OT3bIBbI JJIs1 TOBBIIIEHUS JIOBEPHUSI.

['paxxnane, 3anHTEpECOBABIINECS OOBSABICHUAMU O MPOJAXKE TOBAPOB IO
HU3KMM LI€HaM, TEepSAIOT OJUTEIbHOCTh, BCTYMAlOT B TMEPENUCKY CO
3JIOYMBIIUIEHHUKAMU, KOTOPBIE MPEACTABISAIOTCA TMpoaaBuamu HHTepHeET-
MarasuHoB. B xoze nepenuckw, >kenasi MoJy4YuTh TOBApP IO BBITOJHOM ILIEHE B
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KpaTyaiiliie CpOKH, JOBEPUMBBIE TpaXKJaHE, HUKAK HE YOexXKIasich B
100pONOPAI0YHOCTH IPOJABLIA, IEPEBOAAT HA YKa3aHHBIE UM CUETA JICHE)KHbBIC
cpencta. [locae 3Toro obmieHNe ¢ MOKynaTeaeM MpeKpaniaeTcs, TOBap HUKTO
HE BBICHLJIAET.

MoiieHHUKA OOMaHBIBAIOT TPaKJaH HAa TOPTOBBIX IUIOIIAJKAX M MO
BHJIOM MOKynateneil. HanmpuMmep, aeBynika BbICTaBWJIa TOBAp Ha MPOJAXY Ha
«Kydap». Uepe3 HekoTOpOe BpeMs €il MUIIET «moKynareiab»: «Omiauy cpasy,
o OopMITIO TOCTaBKY, BOT CChlIKay. CChUIKA BBITJISIUT OUYEHb IIOX0KE HAa CEPBUC
nocraBku CDEK (mosxer ObiTh benmnouta, EBponioura) Tobko BMeCTO «by» -
«.shop». JleByiika BBOAUT JaHHbIE KapThl IO MPEAJIOKEHHON PopMe, BKITtOUas
CVV-koxa 1 KoJ U3 cMC-COOOIIEHHS, ITOCJIE DTOI0 MOIIEHHUKU CHUCHIBAIOT BCE
JIEHE)KHbBIE CPEJICTBA C KAPTHI.

Hepenakun ciyyam, Korga Tmocie TOJYYEHUS  3JI0YMBIIIJIEHHUKOM
JIEHEKHOTO TiepeBoaa B Bujae mnpenoruiatel (Hampumep, B INSTAGRAM), ¢
LEbI0 JATbHEUIIEro XUIIEHHUSI OH IMOJI BUJOM BO3BpaTa CPEACTB WU OILIATHI
JIOCTaBKU (Hampumep, TOBap 3aKOHUWIICS, JUOO HAJ0 OIUIATUThH JOCTaBKY)
yOeXIaeT MOTEPIEBIIETO NEPEHTH MO MPEAOCTaBIECHHON CChUIKE U B (OpPMY Ha
WHTEPHET-CTPAHUIIC BBECTU PEKBU3UTHI OAHKOBCKOM KapThl SIKOOBI ISt
MOJIyYEHUS CPEICTB OOPATHO WJIM OTUIATHI JOCTABKH.

3aBiajieB peKBU3UTAMH KapThl U KoAaMu U3 SMS, MollIeHHUK, ¢ UX
HCIOJIb30BAHNEM TOXUIIAET [IeHe)KHbIEe CPeACTBA € KapT-cyeTa IyTeM
nepeBoJa HA CBOM cueTa.

Yro HyxkHO 3HaTH po PUIIIHUHI:

IIpu ocyuiectBienun aoctyna kK cucreMe uHTepHeT-OankuHr HEJIB3S1
UCKaTh CalWT OaHKa MyTeM IMOMCKOBOTO 3ampoca B Opay3epe U MepexOoauTh IO
WHTEPHET-CChUIKE. AJIpec cailTa HYXXHO 3HAaTh M BBOJUTH «BPYYHYHO» B
azgpecHou ctpoke. Jlydie ucmnoyib30BaTh MOOMIIBHOE MPUIIOKEHHUE, CKaYaHHOE
U3 0pUIUATBHOTO UCTOYHHKA.

AKIMM OT HMMEHM OaHKOB O BBIIUIATE CPEACTB 3a MPOXOXKICHHUE
AHKETUPOBAHUS UIIA OIIpOca — ®EIK!

He BBOMMTE NMYHBIC WM (UHAHCOBBIE PEKBU3UTHI MOCIE MEpexoja Mo
HEU3BECTHBIM CCHUIKAM OT HE3HAKOMIIEB

Jnsa momydenus aener Ha kapty HE HYJXXHbBI 3 mudpser ¢ obpaTHOi
CTOPOHBI KapThl U KOJIbI U3 SMS (3T0 JaHHbIe s criucaHus cpeacts!!!)

5. lIatasa cxema - UHTEPHET-BBIMOI'ATEJIBCTBO

3HAKOMCTBa B COIIMAJIbHBIX CETSIX.

MoreHHUKH cO031a0T  (paybIuBbie TPOGWIM B TPWIOKECHUSAX IS
3HAKOMCTB WJIM B COIMAJIbHBIX CETAX, HCIOJB3YsS YKpaJeHHble (oTorpaduu
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NpUBJICKATENbHBIX JroAei. Jlonroe Bpems MOAACPKUBAIOT OTHOLICHUS C
MOTEHIIMATBLHON JKEPTBOM, YTOOBI B KOHEYHOM HMTOT€ MOMPOCHUTH JACHBIU (O]
IpeasIoroM 00JIe3HU, IPOOJIEM C BU30M, OTUIATHI TOCBUIKH H T.1.).

B xozne noBepurenbHOro o01eHus B cetu IHTepHeT (Harpumep, ¢ apHeM
OT UMEHHM JIEBYUIKA B MECCEH)KEpPE MM COLMAJIbHON CETH) 3J0YMBIIIJICHHUK
[0Jly4aeT UHTHUMHBIE MaTepuabl, OCJIE YEro 3a HepasIlallleHue UX Tpedyer
NEPEBO/IA ICHEKHBIX CPEJICTB.

[Ipy aHaANOrMYHBIX TEpPENUCKax C «OOpaTHOW CTOPOHBI  CETH»
M0JIb30BaTENh MPOCUT Ha AiioHE aBTOPU30BATHCS IMOTEPIIEBIIETO B UYXKOM
yuetHo 3anucu 1Cloud no npenocTaBieHHBIM PEKBU3UTAM, MOCJE YEro, 3Has
NapoJib, YJIaJE€HHOro OJIOKUpPYET TeseoH U TpeOyeT IEHbIH 3a Pa30JIOKUPOBKY.

HY>KHO 3HATbD:

3a «aBaTapKOW» JApyra WIM CIY4alHOTO 3HAKOMOTO MOYKET CKPBIBATHCS
MPECTYITHUK, HE CTOUT PACHpPOCTPaHATh B CETH JUYHBIC MaTepHajbl WU
(bUHAHCOBbIE JaHHBIC;

HUKOTJIa HE BXOJUTE MO MPOChOE CIIydyalHBIX 3HAKOMBIX B YYETHYIO
3anpuchk 1Cloud unu unbIe.

6. lllectas cxema — «®EMK-BOCC»

3/0yMBINIJIEHHUKH H3Y4Yal0T CpPEeACTBA OOMEHa COOOIIECHUSMU (JTaHHBIC
YYaCTHUKOB MEPENHUCKH, COJIEPKAHUE COOOILEHHI B YaTax, rpymnmnax, KaHajiax u
muynbix nepenuckax (VIBER, TELEGRAM) B pa3nuuHbix MecceHIKepax U
COITMATILHBIX  CETSAX, MCIOIb3YEeMbIX pAa0OTHUKAMU [IJII KOMMYHHUKAIUHU,
ONPECIISIIOT YUYETHBIC 3allUCU PYKOBOAUTEJEH, CO3AI0T KOMUU HMX YYETHBIX
3anuced U BCTYNAaKT B IMYHYIO MEPENUCKY C UHBIMU YYACTHUKAMH TaKUX YaTOB.

B xome mepemmckm, BeimaBas ceds 3A PYKOBOIUWTEJIA,
37I0YMBIIIJICHHUK COOOIIAET BHIMBIIICHHBIE CBEACHHUS O TOM, YTO PAOOTHHKOM
WHTEPECOBAINCh COTPYAHUKH MPABOOXPAHUTEIBHBIX OPraHoB (Ha3bIBAET
JAHHbIE  ATUX  «COTPYJAHUKOB») W  HAcTaMBaeT HAa  COXPaHEHUH
KOH(UICHIIMATHHOCTH (paKkTa OOIICHHU. Y Ka3aHHBIN IICUXOJOTHUYECKUM ITPHUEM B
psile Ccly4aeB CHUXAET YPOBEHb KPUTHUUYECKOM OIEHKH T'pakJIaHUHOM
MOCJCAYIONUX JEHCTBUM MPECTYNMHUKOB, oOecrneurBas OECIpPEeKOCIOBHOE
BBITIOJTHEHUE MOCTYMAIOIIUX OT HUX YKa3aHUH.

Janee rpaxx1aHMHy MOCTYNAIOT 3BOHKU MOCPEJICTBOM MECCEHKEPOB MU
TeaeOHHOM CBSI3U OT SKOOBI COTPYIHUKOB MPABOOXPAHUTEIHHBIX OPTaHOB, a
Takke OaHKOBCKUX YUYPEXKICHUU, B HEKOTOPBIX CIydasX C JAEMOHCTpalueu
MOCPEACTBOM  MECCEHJKEepoB  (ororpadur  MOAJENBHBIX  CIY>KEOHBIX
yaoctoBepeHuid. B xome Oecembl  TCEBAOCOTPYAHUKH  yOEXKIAalOT B
HEOOXOJIMMOCTH COBEPIICHUS ONPEACICHHBIX IEUCTBUNA, B TOM YHCIE IO
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NEPEUHCIICHUIO JEHEXHBIX CpPEJICTB TOJ Pa3IMYHBIMU MOLIEHHUYECKHUMU
IIpeIoraMHu.

HYKHO 3HATb:

IpU MOCTYIUIGHUH TOJOOHBIX COOOIIEHH B MECCEHIKEpax MPOBEPSATH
MPUHAJICKHOCTh COOTBETCTBYIOIIEH YYETHOM 3amucud TOMY JIMIy, UMEHEM
KOTOPOTO y4eTHas 3amuch Ha3BaHa H (Wiau) ¢GHOTOM300paKeHHEe KOTOPOTO
npucyTcTByeT B mpoduie — cBeputh aboHeHtckuit Homep (MECCEHXEP
[NTPOMUHOOPMUPYET, uro HOMep cobeceqHMKA HE 3amucaH B Balllel
TelneOHHON KHHUTE), CBSI3aThCS C BIAJAETBIEM YUYETHOW 3amUCH MO HWHBIM
KaHajaM CBSI3U;

HUKOMY HE coo0IIaTh PEKBU3UTHI OaHKOBCKHUX KapT,
ayTeHTU(UKAIIMOHHBIC JaHHBIE JJis JOCTynma K OaHKOBCKMM CYETaM,
coJiepKaHue SMS-COOOIICHUH, TOCTYNUBIINX HA IMYHbIE ADOHEHTCKHE HOMEPA,
BBITIOJIHSITh MHCTPYKITUY;

B CJy4yae OCYIICCTBJICHHS HECAHKIIMOHUPOBAHHOTO JIOCTYIa K YYETHOU
3allUCH  HMHTEPHET-MECCEH/Kepa WM  COIMAIbHOM CEeTH  NPUHHUMATH
HE3aMeTUTENLHBIE MEPHI M0 YBEIOMIICHHIO O CITYYUBIIIEMCS TpaXKaaH, OOIICHUE
C KOTOPBIMU OCYIIECTBJSUIOCH B YyKa3aHHOM HWHTEPHET-MECCEHKEPE WM
COIIMAIbHOW CE€TH, C IENbI0 MPEAYNPEKACHUS O BO3MOXHBIX MOMBITKAX
OCYIIECTBIICHUS B OTHOIIICHUU HUX MPECTYIHBIX JEHCTBH;

HE3aMEIJIUTEeTbHO  HUHGOPMHUPOBATH O  BBIIBJICHHBIX  MOMBITKAX
PYKOBOJICTBO OpTaHHM3auU (MIPEAPUATHS) IS MPUHATHS MEP 10 YIIPEKICHUIO
MOT00HBIX JEHCTBHUIA M MPABOOXPAHUTEILHBIEC OPTaHbI JIJIs1 pearuipOBaHMSI.

Taxxe (pexe) B I'poaHeHckoil 001acTH (PUKCHPYIOTCH HHBbIE CXEMbI
KHOepnpecTynjieHuii:

oruTaTa Ha COMHUTEIBHBIX CalTax yciayr o)OpMJICHUS BU3 JJIS BbI€3/a B
JpYyTHUE CTPAHBI;

npeaoIiaTa Ha apeHAy <OKHIIbs T0CIIe TOWCKAa OOBSIBICHUN B CETH
HNuTepHer.

Ymobwt cozdamv npusiexameibHoe 00bsGNIeHUEe 0 COade JHCUIbS
MOWEHHUKU UCNOAb3YIom homozpaguu, HatlOeHHble 8 UHMepHeme, A MaKice
UCNOIL3YIOM NpusieKameibhble YeHbl, 4moobvl npusiedv sHumarnue. Ilpescoe
yem NoKazamv Keapmupwul, 6ce20a npocam npedonnamy. Jluunas ecmpeua c
aperHoooamenem U OCMOMP AHCUNbSL nepeod ONAamol no360JisMm He 0OCmamvcs oe3
ocunvs u Oemee. Hexomopwvie mowennuxu ymeepowcoarom, umo He MO2ym
BCMPemumvcsi ¢ NOMEHYUAIbHLIMU aAPeHOamopamu no Pa3iuyHblM NPUYUHAM
(Hanpumep, HAX00AMCsL 8 OPY20M 20pooe).

XHUIIIEHNE CPEJICTB MOJ1 BUIOM OIUIAThl BRIMTPHIIIA B ceTu IHTEepHET;
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MIEPEBO JICHET «BO3JIO0JICHHOMYY, MPEACTABIISIONIEMYCS KEHITUHAM B
MEPENUCKE B  MECCEHIKEPE  «BOCHHBIMY», «BPAdOM», «YMHUPAIOIIUM
MUJUTHOHEPOMY», «aKTEPOM», IMOIMABIIEMY B CJIOXHYIO CHUTYyaIUIO, TPEOYIOIIYIO
OIuIaThl pacxoioB i mpue3naa B PecnyOmmky bemapych, pacramoskuBaHus
«IICHHOTO TMOJIapKa» W T.I. (Hampumep, U3BeCTEeH (pakT OOIICHHS OT MMEHHU
aktepa Kuany Pus3a);

3aBjaJicHUE JeHbIraMU ITyTeM (eUKOBBIX OOBSIBICHUI O TOMOIIH OOJIHBHBIM
J015iM (0J1IarOTBOPUTEIBHOCTD );

XUIICHUE ITyTEM MPOCHO 00 OJOIKEHUH ICHESKHBIX CPEICTB B COITUATTBHOM
CETH WJIA B MECCEHDKEPE OOPATHBIIIEMYCSI B TIEPETICKE «APYTY».

BAKHO 3HATbD:

PAI CAaTOB MO0 aKKaAYHTOB MOTYT OBITh (DEMKOBBIMHU, OHU CO3/IAIOTCS B
1000 TOYKE MHUpPA, HENb3sl peliarh JitoOble (PUHAHCOBBIE BOMPOCHI B CETH
HNuTepHeT, 0OCTOSTENbCTBA YTOUHSTH JUYHBIM 3BOHKOM WJIM TPU BCTPEUE;
HENB3s CcooOlaTh JMYHbIE U (UHAHCOBBIC JaHHBIC; TEPEXOJUTH MO
HEU3BECTHBIM CChLJIKAM M cailTaM, KOrja MoTpedyeTcs BBOJ JIMYHBIX JAHHBIX U
PEKBU3UTOB (MacnopTHbIe AaHHbIE, pekBU3UTHI BIIK, koasl u13 CMC, oruHbI U
MapOoJIM K YYEHBIM 3alIUCIM, CKAUMBAHUE MIPOrPAMM, IMOJITBEPKICHUE 3aIIpoca Ha
MOJKIIFOUEHUE AaKKaYHTa Ha BTOPOE YCTPOMCTBO U T.11.)

K coxanenuro, 1aTb peKOMEHAAIMU O MOBEJICHUHU B KaXKJIOM BO3MOKHOM
cllydae Helb3s, HO BCEM TpaxkgaHaM B JIFOOOW CHUTyallud CIEAyeT HE TEpATh
OMUTENBHOCTh, OO0JyMAaHHO OTHOCHUTCSI KO BCEMY MPOUCXOJAIIEMY B CETH
Nutepuer. HeoOX0AMMO MBICIUTh KPUTUUECKH M HE MPUHUMATH MOCIEIIHBIX
pemrenuii. IlocoBerylitech € wieHaMM CeMbU WIM JApYy3bsaMU. Benp B
OOJIBIIIMHCTBE CIYyYaeB UBJIUIIHSIS JOBEPUYUBOCTh U HEOCMOTPUTEIIHHOCTh CAMUX
TpaXKJIaH CIOCOOCTBYET COBEPIICHHIO BHIIICYKA3aHHBIX MTPECTYIICHUN.

®OPMbI coyuyacTusi rpaxiaH B MPECTYNIHOM JAeATeJIbHOCTH
MOILIEHHUKOB:

«paboTan KYpPbEPOM: y 00MaHyThIX rpaxiaaH
3a0paTh/mepeaaTh/IePEUUCIIUTh ICHBIH);

npojaka MOIIEHHUKaM OaHKOBCKHUX KapT M MX PEKBU3WUTOB (JIOTMH U
NapoJib K MHTEPHET-0aHKY ), KOTOPhIC UCIIOJIB3YIOTCS JJIs1 BBIBOA TTOXHUIIICHHBIX
CPEICTB.

IIpumep nmo geay «kypbepa»:

«O0MaHyJIM M TOACTABWJIM: TIEHCHOHEpPKAa w3 [pomHO moBepuia
MOIIICHHUKAM M 0Ka3aJlach MO CIEACTBUEM.

['ponHeHCKHUM MeEXpalloHHbIM — oTaesioM (CIIeICTBEHHOIO KOMHUTETA
yCTaHaBIMBAIOTCS OOCTOSITENHCTBA MOILIEHHUYECTBA, COBEPIIEHHOTO B 0CO00
KPYITHOM pa3Mepe.
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1o oanHviM ceocmsus, 8 KoHye 0ekabpsi NPouilo20 200a HA OOMAUHULL
menegpon 80-nemmueti sHcumenvHuysvl I poOHO NO360HUN AKOOBI «COMPYOHUK
Cneocmeennozo komumemar. C nepevix MUuHym pazeo80pa OH WIOKUPOBAT
NEHCUOHEPKY JIOJHCHOU UHopmayuel: Ha eé ums ogopmieH Kpeoum, no
KOMOPOMY NPOBeOeHbl COMHUMETIbHbIE ONEPAYUU, YACTb U3 HUX — I10 NEePEeBobl
Ha QuHaucuposanue IKCMpPeMUCmcKol 0esimelbHOCMU.

3noymbiuuieHHUK YOeOUunl HCeHuwjury, Ymo 3a dmu Oetcmeus el 2po3um
Y20108HAsL OMBEMCMEEHHOCMb, U 346U 0 HE0OX0OUMOCMU CPOYHO NOLYHUUMb 8
Mockse cnpasky, noomeeporcoarowyio eé nenpudacmuocms. Ilpu smom on He
HA3b16al HU KOHKDEMHBIX OOJIHCHOCHHbBIX IUY, HU aA0peco8 20CyO0apCmEeHHblX
yupescoeHull, 20e MONCHO NOJLYYUMb MAKOU OOKYMEHM.

Hcnyeannas  803MOJNCHbIMU — NOCNEOCMBUAMY,  NEHCUOHepKa  Oe3
803PAdCEHUN BbINOIHANA 8CE YKA3AHUSL MOUEHHUK08. OOHUM U3 «NOPYYEHUI»
ObLIO 3a0pamsb «OOKYMeHmblY Y 08YX dcumeieli 001acmHo20 YeHmpa, Komopbie
AKOObI OKA3ANUCH 8 AHATIOSUYHOU cumyayuu, u omeesmu ux 6 Mockay.

B mom orce Oenv owcenwuna, nepeosueascv Ha maxcu, noexaia no
VKA3AHHbIM adpecam, 20e eé deticmeumesibHo dcoanu 1oou. OoHako nepeoasaiu
OHU ell 808ce He OOKYMeHmMbl, a OeHedxcHble cpedcmaa. Ipodondcas credosamo
UHCMPYKYUAM mpebosamenvHo20 cobecedHuKa, xcumenvHuya 1 pooHo cena 6
mapwpymuoe makcu, umodsl doexamv 00 Muncka. Ilo nymu mpancnopm
ocmanosunu compyonuxu I'AU, komopvle obOHapyscuru 6 e€é NuYHbIX Geuyax
bonee 84 moicay pyonell.

Ha oonpoce scenwuna noscruna, umo MOWEHHUKU 208OPUNU C Hell
HACMOAbKO y0eOumenbHo, Ymo y Heé He 803HUKIO HU MANetuux COMHEHUL 8 UX
uckpennocmu. O mom, Ymo He3HaxKomvie JooU 0y0ym nepeoasams el 0eHbU
e6Mecmo OOKYMEHMO8, €€ HUKMO He NPedynpedcoa.

['pogHeHCKMM MEXpaloHHBIM  OTAenOM CIeACTBEHHOTO KOMHTETA
BO30YKICHO YroJIoBHOE /€0 1o 4.4 ¢1.209 (MOIIeHHUYeCTBO, COBEPIIIEHHOE B
0co00 KpyITHOM pa3mepe) YToJIOBHOro Kojiekca Pecmyonuku bemapyce.

OxoHuaTenpHas IPaBOBas OIICHKA JEHCTBUSIM (PUTYPAHTKH OyA€T JaHa 1o
pe3yJibTaTaM paccie0BaHuUs.

OTBETCTBEHHOCTh «KyphEpa» 3a COy4acTHE B MPECTYIUIEHUU — CcTaThst 209
VYroaoBHOro Kojekca (MakCUMaIbHOE HaKa3aHue — A0 12 JeT TUIIEeHUS CBOOOIbI
co mrpadom)

3a mpomaxy TUYHOM OAHKOBCKOW KapThl JIMOO PEKBHU3UTOB JOCTYMa K
cBoemy kapt-cuery — ctathsi 12.35. KoAll (mrpad ot 20 mo 50 6Ga3oBbIx
BEJIMYMH, OOIIECTBEHHBIC paOOTHI MJIU apecT)

3a npojiaxy 4yKux OAaHKOBCKHUX KapT JUOO PEKBU3UTOB JOCTYMNA K UYKUM
KapT-cyeTam) — cTaThs 222 YT0JIOBHOTO KOJieKca (MaKCHUMallbHOE HaKa3aHUe 710
10 net aumeHus cBoOOIbI).
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JIOBBIE JIEMCTBUSI B  WHTEPHETE HABCEIrJA
OCTABJISIIOT IU®POBOIl OTNEYATOK (CJEABD), IO
KOTOPOMY YCTAHABJIMBAIOT BUHOBHOE JIMILIO

BCSI BBUIOKEHHASI B MHTEPHET JIWYHASI
®UHAHCOBASI UH®OPMALIUS MOKET BbITh UCIIOJIb30BAHA
MPOTUB BAC (LIU®POBOE JOCHE)

Telegram-xanan CiencTBEHHOIO KOMHTETa, B KOTOPOM ITyOIUKYHOTCS
aKTyaJbHblE CXEMBbl, HCIOJIb3yeMble KHOECPMOIIEHHUKAMH W  JIpyras
uH(pOopMalrsa 0 TPOTUBOICUCTBUN KUOEPIPECTYIIICHUSIM |

NMopgnmuceisanucsa! ExenenenbHo 1o mnOsSITHULIAM B
5 ENE PP R IOE RN abpupe «Pamuo I'pomno» B 17:50
BY u Global OTJAEIIOM udpoBoro pa3BUTHSA
npeasapurenbHoro cieactsus Y CK mo
['pomHeHCKOM ~ 00JIaCTH  JKHTENISAM
peruoHa  JOBOAUTCA  aKTyajlbHas
uHdopmanus o0 3aQUKCHUPOBAHHBIX
cxemax  KuOepnpecTyluleHud — 3a
HEJIEINIO.

@CYBERPOOLOFSHARKS



